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OVERVIEW OF RECENT WIPER MALWARE

B TronucTION

Imagine, just like in Men in Black, with a flash of a magic stick your memories are completely
wiped. Scary, right? Fortunately, the technology doesn't exist - yet.

The prospect of completely losing the data stored on your disk is not pleasant either. However,
thisis a more realistic scenario - when the data stored in some organization gets wiped irreversibly.
What if that organization is a hospital holding your medical information helping doctors
understand your medical history, keeping you safe from incorrectly prescribed medication?
Or what ifit's an airport where the airborne plane you're aboard needs to land, and now it's
in crisis because all its computers were brought down?

Simply put - wiper malware is a type of malware which

strikes victims by wiping specific files or the whole hard

disk of aninfected computer. Although not very common,

wiper malware has a devastating impact on its targets.

Based on the analysis of past attacks, wipers were and

are primarily employed by various APT groups targeting

companiesin the oil, gas or financial sectors, rather than

computers belonging to regular private users. Compared with ransomware, where malware
operators are motivated by revenue gain, wipers are aimed at causing destruction, more
often irreversible financial and reputational damage to organizations, and as such wipers
can be considered as a “cyber-weapon”.

The first instance of a wiper infection was observed in 2012, affecting Iranian Oil Ministry
computers. During thisincident, a virus dubbed “Wiper” had erased data stored on hard disks
at the Ministry’s headquarters in Tehran. The samples of “Wiper” were never found, and its
underlying modus operandi, besides the data wiping capabilities, remain unknown to this day.

One of the most widespread attacks involving wiper malware appeared during June 2017
in the Ukraine and other countries, was the infamous wave of NotPetva infections. What at
first was thought to be ransomware following Petya's success in 2016, was later discovered
to be neither demanding a ransom nor decrypting the files as there was no valid decryption
key, it was wiper malware masquerading as ransomware. Its damage was later estimated
at more than US $10 billion. Several organizations and key infrastructures in Ukraine were
affected by this wave of NotPetya, including Chernobyl's Nuclear Power Plant radiation
monitoring systems, which went offline. Other organizations around the globe, like Danish
logistics company Maersk Line, British advertiser WPP, Russian oil company Rosneft and
many others were also affected.

Since 2012, attacks involving wiper malware have continued, and during the past year there
were several incidences of such attacks. This paper will outline the developments in wiper
malware which occurred during the past year and provide details about the attacks.



https://securelist.com/what-was-that-wiper-thing-48/34088/
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://blog.talosintelligence.com/2017/06/worldwide-ransomware-variant.html
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B 17acK VECTORS

As has already been mentioned, the objective of wiper malware is to irreversibly delete
or destroy files stored on a disk. To achieve its destructive effects, wipers might target
various features of the disk and Windows filesystem. The major attack vectors are: files,
boot section and backups.

Speed-Damage Tradeoff

The modern disk drive can store a considerable number of files. Even for the most efficient
wiper, traversing and damaging all the files on a disk can take several hours, which raises
the risk of the wiper being detected and stopped. Wipers are meant to be quick and
devastating. Therefore, most of the time, instead of rewriting/encrypting/deleting every
file, wipers affect the file only partially whichis enough to make them unusable. Also, wipers
might choose to damage only specific files according to filetype: “.xlsx”, “.docx”, “.ppt” etc.,
files with small size, or other parameters that meet the wiper’s speed and the goal it seeks
to achieve. Additionally, some wipers will choose to wipe the MBR/VBR (explained below)
to quickly damage the disk.

Files
The files stored on a disk can be destroyed by a wiper in a few ways:
" Deletion
= Full or partial overwriting
= Key-less encryption
= Damaging the MFT

The damaging of files by deletion or overwriting them with arbitrary data should be familiar
to most people, a short description of the latter two is given below.

Key-less Encryption

The wiperis a close relative of Ransomware. Like ransomware, wipers often tend to encrypt
various key points of the disk drive. However, unlike ransomware, wipers employ “key-less”
encryption - there's no decryption key for reversing the wiper's dirty work.

At first, some wipers can be mistakenly categorized as ransomware due to a ransom note
that is shown to victims. However, later it might occur that the ransom note is meaningless
and there’'s no decryption key that can enable the decryption of the files. NotPetya is a
good example of a key-less encryption.

Damaging the MFT (Master File Table)

A key component of the NTFS is the Master File Table. For every file, it stores at least one
entry with all the information describing it including access permissions, creation date,
its location on a disk etc. Just by damaging the MFT, wipers can effectively make the files
stored on a disk unrecoverable - the filesystem (NTFS) won't be able to reconstruct them
from the disk. Since the files are not stored contiguously, it is near impossible to restore
the files without the MFT.




Backups
Windows operating system provides methods for restoring the damaged filesystem, which
are undermined by the wiper malware to make the file system truly unrecoverable.

Deleting Shadow Copies

Volume shadow copy is a Windows feature intended for creating a backup of files or volumes.
To further ensure that the damaged files cannot be restored from backup, wipers will delete
the shadow copies.

Destroying Windows Recovery Console

When there is a problem that prevents Windows from booting up, users are provided with
a Recovery Console - a command-line interface with a range of tools that should assist in
restoring Windows to a normal state. Wipers will often destroy the recovery console along
with the other data to ensure that the damage to the system is irreversible.

Boot sector
Damaging MBR/VBR - Master/Volume Boot Record

MBR, or Master Boot Record, located in the first sector on a disk, contains information about
the filesystem, disk partitions, and historically a boot loader for loading the operating system.
Nowadays, the boot loaders are found on a VBR - Volume Boot Record, that resides on each
disk partition's volume and is invoked from the MBR (or directly by the computer's firmware).
Damaging or altering the MBR and/or VBR can be disastrous - the computer won't be able
to boot the OS and load the filesystem. Moreover, unlike overwriting every file on a disk
which is a time-consuming operation, altering the MBR/VBR takes a blink of an eye and is
relatively easy. Therefore, wipers often choose them as a target, as it will cause the disk to be
damaged, and the computer will be unbootable in seconds. The damaging alteration of the
MBR/VBR can be done either through key-less encryption, or corruption of the record's data
(overwriting).

Anotherapproach thatiscommon not only to wipers, is to rewrite the MBR/VBR with malicious
code ensuring that it will be loaded during the boot. For example, NotPetya has employed
this technique to make sure that MBR will load its code to overwrite the MFT, additional
filesystem feature sought out by wipers.
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MVERVIEW OF WIPER ATTACKS IN THE PAST YEAR

Shamoon Version 3 Bundled with Filerase

Probably one of the most widely covered incidences involving wiper malware in 2018 was
the new version of Shamoon (first seen during 2012) - Shamoon version 3.0, which was
closely connected with Filerase malware.

On December 10th, 2018, the new version of Shamoon was observed in a new wave of
attacks in the Middle East, targeting Saipem — an Italian oil and gas industry contractor.
In these attacks, it was used to complement a new type of wiper, coded in .Net - Filerase.
While Filerase was aimed at the deletion of the files, Shamoon was wiping the MBR. This
cyber-attack brought down between 300-400 servers and around 100 personal computers.

Figure 1- ASCIl art embedded in Filerase’s code

Above is the ASCII art contained in Filerase’'s code, which is a sentence in Arabic ‘1 &5
L33 4 " taken from the Quran; Surah 111, meaning ‘Perish the hands of Abu Lahab, and
perigh he! The Surah condemns Abu Lahab, one of Prophet Muhammad’s adversaries, and
his wife for being greedy and seeking materialistic pleasures. In the context of the attack,
it may be assumed that the targets are large corporations seeking financial profit and who
resemble the image of Abu Lahab and his wife. As such their “hands” in the Middle East are
“destined to perish”, or more literally, their files will be wiped.
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Filerase is distributed in the victim’'s network by the “Spreader” module from Shamon’s
toolkit, from one initial computer using a text file containing a list of remote computers,
which appears to be unique to each victim. Therefore, it is very likely that the attackers
have gathered this information before the intrusion into the victim’s network.

Figure 2 - Excerpt from the “Spreader” module’s source code

Based on analysis of this malware by other security vendors, Shamoon is linked with APT33,
aka Elfin.

StoneDrill

An additional wiper malware dubbed “StoneDrill” was discovered circa March 2017, and
has a common “style” with Shamoon, particularly, a similar compilation time (October to
November 2016), usage of payload encryption in PE sections, and Saudi Arabia appearing
as a targeted region. Aside from the commonalities with Shamoon, it employs several
interesting techniques for better evasion of detection, such as the injection of its wiping
modulesinto auser’'s process memory of their preferred web browser, instead of employing
the installation of disk drivers seenin other malware variants. As shown in the figure below,
StoneDrill spawns an Internet Explorer process, which in turn starts messing with user’s
hard drive, a behavior you wouldn’t expect from your browser.




Figure 3 - StoneDrill is injected into the Internet Explorer process
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StoneDrill destroys files on either all accessible physical drives, logical drives or by recursively

wiping and deleting files in all folders except “Windows”.

StoneDrill appears to be mostly targeting organizations in Saudi Arabia and Europe, where it
targeted a large petrochemical corporation. According to reports, there were a few hundred
to a couple of thousands of StoneDrill samples observed in the wild during April 2018.

MBR Killer

Another interesting piece of wiper malware is the MBR Killer. It was first spotted during
the attack on Banco De Chile on May 24, 2018, which damaged 9000 workstations and 500
servers. As the malware’'s name suggests, this piece of malware is aimed at damaging a
computer’s Master Boot Record making it unbootable. However, the files stored on the disk

are leftintact.

According to research conducted by Flashpoint, it has
similarities to the Buhtrap malware component kill_os,
leaked to the cyber underground in February 2016. MBR
Killer uses an NSIS (Nullsoft Scriptable Install System)
script to wipe the MBR and shutdown the machine.
Additionally, it is packed with the VMProtect packer
to avoid detection and harden its analysis by security
researchers.

The threat actor behind this attack remains unknown.
Any attribution to the group associated with Buhtrap
malware can be inaccurate since the kill_os was leaked
and therefore could have been copied by anyone.




Operation Holiday Wiper

A more recent instance of
malware with wiper features was
spotted as part of the ‘Operation
Holiday Wiper' campaign in South
Korea, which occurred in the
holiday season of January 2019.
The campaign began with spear
phishing emails with malicious
attachments  exploiting the
CVE-2016-7262 vulnerability in
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Figure 4 - woordiz.com used for downloading additional payload

Microsoft Office Excel. The commandand controlserverusedinthe attack wasacompromised
Korean medical website “woordiz.com” and was used for downloading a payload which is
disguised as a Korean security program.

The attackers can issue commands through the PubNub service providing real-time publish/
subscribe messaging APIs, to remove folders and files based

onconditionsoftheinfected system. The usage of PubNub by

malware for its communication with the infected machines

is not usually seen in the wild, and it is interesting to see

how threat actors employ legitimate services for malicious

purposes. Probably the selection of PubNub (or other similar

legitimate services) for C2 communication was motivated by

the fact that PubNub'’s servers are not blacklisted, enabling

the malicious communication to pass through firewalls.

If an attacker gains administrator privileges and
issues a “destroy” command, the MBR area of all

drives will be wiped.

‘Operation Holiday Wiper' is believed to be another
campaign issued by Group 123 (aka Red Eyes/
Geumseong121/ScarCruft/APT37/Reaper/Ricochet
Chollima) targeting mostly organizations in South
Korea, whose work touches on events occurring in

North Korea.

Figure 6 - Wiper part of Holiday Wiper
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Olympic Destroyer

Perhaps one of the most notable incidences involving wiper malware occurred during
the 2018 Winter Olympics in South Korea. The malware dubbed “Olympic Destroyer” was
delivered to Winter Olympic partners and officials through spear phishing emails and
successfully damaged some of the Olympic Committee IT infrastructure before the official
opening ceremony. This caused disruption to the official website and WiFi functionality at
the Olympicvenue. This attack was widely covered by the media, and security vendors were
perturbed with the attack’s execution and the malware’s features. There were numerous
attempts to pinpoint APT group responsible for the attack.

Olympic Destroyer in its essence was aimed at destroying files on shared network drives.
To accomplish wider coverage of the attack within the network, it steals credentials from
the infected machines, aggregates them and then

produces a new version of malware. The malware

then projects itself into additional computers in the

network using the stolen credentials and the PsExec

tool from the Sysinternals suite.

In addition to destroying the files stored on shared
drives, the wiper deletes the shadow copies of the
files stored locally, wipes the Windows event logs,
resets backups, disables the recovery item from the

Windows boot menu, disables all Windows services  Figure 7 - 1ogin credentials collected by Olympic
and reboots the machine. Destroyer and embedded

Figure 8 - Olympic Destroyer’s execution flow

This incident was not the only instance involving Olympic Destroyer. Researchers from
Kaspersky detected an additional spear phishing campaign delivering the Olympic Destroyer
to organizations from the financial sector in Russia, and bio-chemical threat prevention
laboratories in Europe and Ukraine.

There were several attempts to attribute ‘Olympic Destroyer’ to a specific threat actor.
However, ‘Olympic Destroyer’ used multiple false-flags that left vendors wondering its true
origin, without attributing to a specific APT group or threat actor.
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GermanWiper

GermanWiper is the latest instance of wiper malware disguising as ransomware. On July
30th, 2019, first reports of a new “ransomware” dubbed “GermanWiper” were posted on
the popular Bleeping Computer forum. The first sample was uploaded to |ID Ransomware
onJuly 29th. As the name suggests, GermanWiper targeted only German-speaking victims.
Just like NotPetya, GermanWiper demands ransom, but instead of encrypting files, it
overwrites their content with zeros making them unrecoverable, regardless of whether
the victim paid a ransom or not.

Figure 9 - File contents overwritten with zeros by GermanWiper

Figure 10 - GermanWiper’s ransom note with tracking script



https://id-ransomware.malwarehunterteam.com/
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GermanWiper was delivered to victims through a spam campaign with a classic cover story;
an applicant, Lena Kretschmer, is distributing her CV attached to the email. But instead of
the CV, the attached files were LNK (Windows shortcut) files which when executed will run
PowerShell commands to download and execute the wiper.

The wiping process in GermanWiper is selective — it maintains a “whitelist” of essential
system-related file extensions, filenames and directories that should remain untouched to
keep the Windows OS working. Other file content, however, like pictures and documents
stored on a disk, will be overwritten with zeros. The next step in the wiping process is
the deletion of shadow copies, preventing victims from restoring their files for good. The
wiped files are appended with a ransomware-like file extension to simulate ransomware
behavior. Also, the affected directories contain a ransom note in form of an HTML file. This
ransom note contains a script that helps GermanWiper’s operator(s) to collect statistics,
from data collected on its victims.

The operators behind GermanWiper are still unknown. However, its distribution method
was found to be very similar to the Sodinokibi ransomware campaign where victims were
sent fake emails from the German national cybersecurity authority, BSI, with attached
shortcut files disguised as PDFs.
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B HE FUTURE OF WIPERS

The examples of wiper malware presented in this paper prove that wipers have gained
momentum in recent years, and became more widespread in the wild, threatening large
scale victims like big corporations and government institutions as well as victims beyond
industrial sectors. While, most recent wiper malware is focused and selective, like a sniper
assassin seeking to make a single fatal blow on a prime targets, massive wholescale wiper
infection campaigns are also beginning to appear.

As more companies prefer to move their digital assets towards cloud storage solutions,
rather than hosting them on premises, future wiper malware might target cloud-hosted
infrastructures. On the other hand, cloud storage providers offer their clients robust backup
and restore services and it will be interesting to see how wipers will attempt to overcome
these challenges.

Another platform that hasn't yet been affected by wipers is mobile devices. There are
ransomware attacks targeting mobile devices, especially Android based ones, but wipers
still haven’t developed in that direction. Perhaps the reason for wipers leaving mobile
devices out of scope for now might be the fact that most of the data that is valuable to
end users isn’t stored on our phones and can be recovered. WhatsApp messages, Instagram
photos, Twitter tweets, photos that are constantly backed to Google Photos and other
valuable information are stored in remote data-centers and can be recovered in a matter
of minutes by reinstalling the application and logging back into the personal account.
Therefore, a scenario where “cloud” storage solutions will pose a target for wipers seems
more foreseeable.
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RoncLusion

The consequences of wiper malware infection can be disastrous to companies and
organizations, as more, if not all of them heavily rely on their IT infrastructure. For the
past several years advanced attack groups have been using wiper malware to cause heavy
damage in specific, targeted attacks on corporations and companies. This has caused
heavy financial damage and wreaked tens of thousands of systems. Beyond the heavy
financial damage caused to the affected companies, the well covered publicity of these
attacks have also been shattering to their reputation, in some cases affecting their stock
prices. However, the unfortunate reality is that wiper malware is here to stay, as can be
seen from the number of successful attacks in 2018.

Organizations must ensure they are protected against such dangerous threats. While
the detection of some types of malware might still enable a remediation process of the
infected machine, preventing malware is crucial, and especially so with wipers, as they
attempt to destroy the filesystem. With wipers, detection will simply not work, as in a
matter of seconds to minutes no remediation can help recover the infected machine,
which is now lost. Only prevention of wiper malware will protect users and organizations
from this threat.

No matter the sophistication and evasive techniques employed by malware, Deep Instinct
prevents both known and unknown threats in less than a second, using its advanced Deep
Learning static and behavioral capabilities. In the case of wipers, a second might just be
too late.

Stay safe and keep your data protected!

Now, where were we?




